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Abstract: This system aims to address key issues in traditional cloud storage, such as security 
vulnerabilities, data breaches, and centralization, by utilizing the decentralized and immutable nature of 
blockchain coupled with the distributed storage capabilities of Inter Planetary File System (IPFS). The 
methodology involves integrating blockchain technology with IPFS to create a robust and secure 
decentralized storage system. The system architecture features a user-friendly interface for seamless 

interaction and a consensus algorithm to maintain data consistency across the decentralized network. The 
project successfully developed a prototype of a decentralized storage system. Key findings include 
significant improvements in data security and privacy over traditional cloud storage solutions. The 
integration of blockchain technology with IPFS for decentralized storage offers a compelling solution to the 

security and privacy challenges inherent in centralized cloud storage systems. This decentralized approach 
not only enhances data security and integrity but also provides a scalable and resilient storage solution. 
Future work will focus on optimizing system performance, enhancing scalability, and adding advanced 
features such as automated data recovery and enhanced user access controls 
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1. Introduction 

In the modern era, where data has become one of the most valuable assets, ensuring its secure storage 
and management is of paramount importance. Traditional centralized storage systems, such as those 
offered by companies like Amazon Web Services (AWS), Google Drive, and Dropbox, have served the 
purpose of data storage effectively but at the cost of significant vulnerabilities. Centralized systems are 

inherently prone to issues such as data breaches, hacking, and unauthorized access due to their reliance on 
a single point of control. These systems not only expose users to privacy risks but also increase the 
likelihood of service disruptions due to server failures or cyber-attacks Recent incidents like the 
Facebook-Cambridge Analytica scandal have heightened awareness around the risks of centralized control, 
where sensitive personal data can be accessed or exploited by third-party entities. The challenge with these 

systems lies in the trust users must place in a central authority, which manages and stores their data. This 
trust- based model presents significant risks, as users have limited control over how their data is managed 
or protected. 

To address these challenges, decentralized storage systems have gained significant traction. In contrast to 

centralized models, decentralized storage solutions distribute data across a peer-to-peer network of nodes, 
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eliminating reliance on a single central entity. This approach reduces the risks of data loss, unauthorized 
access, and censorship, while also enhancing system resilience. One of the leading technologies in 
decentralized storage is the Inter Planetary File System (IPFS), which provides a peer-to-peer, content- 

addressable storage solution. By storing data across multiple nodes and accessing files through unique 
cryptographic hashes, IPFS ensures both scalability and security, reducing the risk of data loss even in the 
event of node failure. 

While IPFS provides the infrastructure for decentralized data storage, additional security layers are 
required to ensure. 

2. Related Research 

 Inter Planetary File System (IPFS) 

IPFS, introduced by Ref. [1], is a peer-to-peer file-sharing protocol designed to make the web faster, more 
open, and decentralized. It provides a content-addressable storage model, meaning files are retrieved based 

on their cryptographic hash (known as a Content Identifier or CID) rather than their location. This approach 
ensures that files are decentralized, distributed across nodes, and can be retrieved by multiple peers in the 
network, even if some nodes go offline. Research by Ref. [1] highlights how IPFS utilizes Distributed Hash 
Tables (DHT) and Merkle Directed Acyclic Graphs (DAGs) to manage content distribution and retrieval 
efficiently, significantly reducing redundancy and ensuring fast access to files 

Several studies have focused on integrating IPFS with various technologies to enhance its functionality. 
Fernando et al. [2] presented a decentralized social network using IPFS, where files such as images and 
videos were stored across IPFS nodes and could be retrieved using content hashes. Similarly, Norvill et al. [3] 
proposed the use of IPFS for off-chain storage of Ethereum smart contract bytecode, thus reducing 

blockchain storage overhead while maintaining security. These works underscore the flexibility of IPFS in 
providing decentralized storage for various applications. 

 Blockchain Technology 

Blockchain technology, first introduced with Bitcoin in 2008, offers a decentralized ledger for recording 

transactions. It guarantees immutability, transparency, and security by distributing the ledger across all 
participating nodes in the network. Each block in the blockchain contains a cryptographic hash of the 
previous block, creating a tamper-proof chain. Ethereum, a second-generation blockchain platform, extends 
blockchain capabilities by enabling the execution of smart contracts—self-executing contracts that 
automate the enforcement of agreements without the need for intermediaries. 

Research by Nakamoto established the foundation for blockchain’s application in secure, decentralized 
systems. Since then, blockchain has been widely adopted for applications beyond cryptocurrency, including 
decentralized storage. Zhang et al. [4] demonstrated the potential of blockchain to provide data integrity 
and transparency in decentralized storage solutions. By recording file hashes on the blockchain, researchers 

have ensured that the content stored on decentralized systems like IPFS remains tamper-proof and 
verifiable. 

 IPFS and Blockchain Integration 

Combining blockchain and IPFS has emerged as a powerful solution for decentralized storage. 
Blockchain’s immutability complements IPFS’s distributed file storage by providing a secure mechanism for 

verifying file integrity. 
Several studies have explored the integration of these two technologies to develop secure, scalable storage 
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systems. 
A notable work by Huang et al. [5] introduced a blockchain-based framework for fine-grained access 

control in decentralized storage systems using IPFS and Ethereum. In their framework, file content was 

stored on IPFS, while the file’s hash was recorded on the blockchain to ensure data immutability. Smart 
contracts were used to enforce access control policies, ensuring that only authorized users could retrieve 
and access the stored data. This research laid the foundation for using blockchain to secure decentralized 
storage solutions. 

Another study by Chintal [6] proposed a decentralized document version control system using Ethereum 

and IPFS. In this system, IPFS was used to store document versions, while the Ethereum blockchain tracked 
changes to the documents through hash records. The use of blockchain ensured that all document 
modifications were transparent and could be audited, while IPFS provided efficient and scalable storage. 

 Smart Contracts for Access Control 

The use of smart contracts has revolutionized how access control can be implemented in decentralized 
systems. 

Ethereum’s smart contracts are particularly suited for automating access permissions in a tamper-proof 
manner. Allison proposed a Multi-Authority Attribute-Based Encryption (MA-ABE) framework, where 
access control policies could be implemented using smart contracts. This approach enables users to enforce 

specific rules about who can access the data stored on decentralized systems like IPFS [7]. By using 
Attribute-Based Encryption (ABE) combined with blockchain, the authors ensured that only authorized 
users with the correct credentials could decrypt the data. 

The integration of smart contracts for access control has been further explored by Wang et al., where they 

used Ethereum-based contracts to manage user roles and permissions dynamically. This method enables 
more flexible and fine-grained access control, making decentralized systems more adaptable to real-world 
use cases such as enterprise data sharing, healthcare records, and personal data storage.  

3. Methodology 

 System Architecture 

The proposed system integrates three main components: the Inter Planetary File System (IPFS), 
Ethereum blockchain, and smart contracts. The architecture is designed to ensure decentralized storage, 
secure access control, and data integrity. 

 User Interface: The user interface allows users to interact with the system, enabling file uploads and 
retrievals. Users can also manage their permissions and access rights through the interface. 

 IPFS Network: The actual data files are stored in a decentralized manner across various IPFS nodes. 
ach file is divided into smaller chunks, and a unique Content Identifier (CID) is generated for each 

chunk, allowing for efficient storage and retrieval. 

 Ethereum Blockchain: The hashes of the files stored in IPFS are recorded on the Ethereum blockchain 
to ensure immutability and transparency. This step guarantees that any modification attempts can be 
detected, as the file hash on the blockchain will not match the original hash if tampering occurs. 

Smart Contracts: Smart contracts are deployed on the Ethereum network to automate file access control. 
They define the rules for who can access specific files and under what conditions, ensuring that only 

authorized users can retrieve and decrypt the data [8]. 

 Data Upload Process 
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The data upload process consists of the following steps: 

 File Selection: The user selects a file to upload through the user interface. 

 File Chunking: The selected file is split into smaller chunks to facilitate storage across multiple IPFS 
nodes. This chunking process enhances the efficiency of data retrieval and reduces the likelihood of 
data loss. 

 Storing in IPFS: Each chunk is uploaded to the IPFS network, where it is distributed among multiple 
nodes. Upon successful upload, IPFS generates a unique CID for each chunk, allowing users to retrieve 
the file based on its content. 

 Hash Generation: A cryptographic hash (e.g., SHA-256) of the CID is generated to create a digital 
fingerprint of the uploaded file. This hash serves as a unique identifier for the file and is essential for 

ensuring data integrity. 

 Recording on Blockchain: The generated hash is recorded on the Ethereum blockchain via a smart 
contract. This process ensures that the file's existence and integrity are verified and can be traced back 
without alteration. 

 Access Control Setup: The smart contract enforces access control policies based on the user’s attributes. It 

defines the conditions under which other users can access the uploaded file. 

 Data Retrieval Process 

The data retrieval process follows these steps: 

 File Request: The user initiates a request to retrieve a file by providing the file’s hash (recorded on the 
blockchain). 

 Smart Contract Verification: The smart contract checks the user’s credentials and access rights. If the user 

is authorized, the contract retrieves the corresponding CID associated with the requested file. 

 Retrieving from IPFS: Using the CID, the system queries the IPFS network to locate and download the file 

chunks. The chunks are assembled to reconstruct the complete file for the user. 

 Decryption: If the file is encrypted, the user must provide the correct decryption keys. The system uses 

these keys to decrypt the file, ensuring that only authorized users can access the content [9]. 

 Security Mechanisms 

The proposed system employs multiple security mechanisms to protect data integrity and user privacy: 

 Blockchain for Immutability: By storing file hashes on the Ethereum blockchain, the system ensures that 

once a file is uploaded, its integrity is guaranteed. Any attempts to modify the data will lead to a mismatch in 

the hash stored on the blockchain. 

 Smart Contracts for Access Control: Smart contracts automate the management of user permissions. They 

are programmed to enforce specific access policies, allowing only authorized users to access the files stored 

on IPFS. 

 Encryption of Data: Sensitive files are encrypted before being stored in IPFS. This encryption can be 

achieved through methods like Attribute-Based Encryption (ABE), which allows for fine-grained access 

control based on user attributes. Only users with the necessary permissions can decrypt the file content. 

 Decentralization: The use of IPFS eliminates the risks associated with centralized storage systems. By 

distributing data across multiple nodes, the system ensures resilience against data loss and unauthorized 

access. 

 Performance Evaluation 

To evaluate the performance of the proposed system, several metrics are considered: 

 Upload and Retrieval Times: Measuring the time taken to upload files to IPFS and retrieve them based on 
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their CIDs. 

 Data Integrity Verification: Checking if the file retrieved matches the original file based on its hash. 

 Scalability Tests: Assessing how the system handles increasing amounts of data and the number of 
concurrent users. 

The performance evaluation will provide insights into the system's efficiency, reliability, and overall 
effectiveness as a decentralized storage solution. 

4. Architecture 

 User Interface: 

Description: The User Interface (UI) is the front-end component through which users interact with the 

system. It provides functionalities for uploading and downloading files, managing user permissions, and 
viewing stored data Functionality (see Fig. 1): 

 Users can select files for upload. 

 Displays upload status and retrieval options. 

 

 
Fig. 1. System architecture. 

 IPFS Network 

The Inter Planetary File System (IPFS) functions as the core decentralized storage layer of the proposed 

system. Unlike traditional centralized storage solutions, IPFS allows for the distribution of files across a 
network of nodes. When a user uploads a file, the system divides it into smaller chunks, which are then 
stored across multiple nodes in the IPFS network. Each chunk is assigned a unique Content Identifier (CID) 
that enables efficient retrieval. This decentralized approach mitigates the risks associated with single points 
of failure, ensuring that the data remains accessible even if some nodes go offline. The use of IPFS not only 

enhances data redundancy but also accelerates the process of data retrieval, as multiple nodes can serve the 
requested content simultaneously. 
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 Ethereum Blockchain 

The Ethereum blockchain is employed to enhance the security and integrity of the data stored in the 
system. Upon uploading a file to the IPFS network, a cryptographic hash of the file’s CID is generated. This 

hash serves as a digital fingerprint of the file, ensuring that any alterations to the content can be easily 
detected. The hash is then recorded on the Ethereum blockchain, creating an immutable and transparent 
record of the file’s existence. This process ensures that the file's integrity is maintained over time, as any 
unauthorized changes would lead to discrepancies between the stored hash and the current hash of the file. 

 Data Flow Overview 

The data flow within the proposed architecture involves two primary processes: file upload and retrieval. 
During the upload process, users select files via the UI, which are then chunked and stored in the IPFS 
network. Each file's hash is generated and recorded on the Ethereum blockchain, along with the relevant 
access rights defined by the smart contracts. For retrieval, users request files using their associated hashes, 

and the smart contracts verify their permissions before allowing access to the content stored in IPFS. This 
structured flow ensures that data remains secure and accessible, while providing users with control over 
their own information (see Fig. 2). 

 
Fig. 2. Component architecture. 

 
The evaluation of the proposed decentralized storage system is essential to determine its effectiveness, 

efficiency, and overall performance in real-world scenarios. This section outlines the criteria used for 
evaluating the system, including performance metrics, security assessments, and usability evaluations. 

 Performance Evaluation 

To assess the performance of the decentralized storage system, several key metrics were analyzed: 

 Upload and Retrieval Times: The time taken to upload files to the IPFS network and the time 
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required to retrieve them was measured. This metric helps determine the efficiency of data handling 
within the system. The results indicated that files were uploaded and retrieved within acceptable 
time frames, showcasing the system’s ability to handle varying file sizes efficiently. 

 Scalability: The system's scalability was tested by incrementally increasing the number of 
concurrent users and the volume of data being stored. The results demonstrated that the system 

maintained consistent performance levels as the workload increased, confirming its capability to 
scale effectively without significant degradation in response times. 

 Data Integrity Verification: To ensure that the files stored within the system remained intact, a 
series of integrity checks were conducted. This involved comparing the hashes of retrieved files 
against their original hashes stored on the Ethereum blockchain. The results consistently confirmed 
that the data was not tampered with, demonstrating the effectiveness of the blockchain in 

preserving data integrity. 

 Security Evaluation 

Security is a critical aspect of the decentralized storage system, and various measures were taken to 
assess its robustness: 

 Access Control: The effectiveness of the smart contracts in enforcing access control policies was 
evaluated. Testing involved attempting unauthorized access to files by users without the necessary 

permissions. The system successfully prevented unauthorized access, validating the effectiveness 
of the smart contract-based access control mechanisms. 

 Tampering Resistance: To test the system's resistance to tampering, attempts were made to alter 
the files stored in IPFS. The discrepancies between the original file hashes and the hashes stored 
on the blockchain were observed. The results confirmed that any unauthorized modifications 
would lead to a mismatch in hashes, ensuring that tampering attempts could be easily detected. 

 Encryption Strength: The encryption methods implemented in the system were assessed for 
strength and effectiveness. This evaluation included testing various encryption algorithms used for 

securing sensitive files. The system demonstrated robust encryption, ensuring that only authorized 
users could decrypt and access the content. 

 Usability Evaluation 

User experience plays a vital role in the adoption of any system. The usability of the proposed storage 

system was assessed through user feedback and usability testing: 

 User Interface: The design and functionality of the user interface were evaluated by conducting 
user testing sessions. Participants were asked to upload and retrieve files while providing feedback 
on the ease of use and overall experience. The feedback indicated that the interface was intuitive 
and user- friendly, allowing users to navigate the system effortlessly. 

 Documentation and Support: The availability of documentation and support resources was also 
considered. Clear and concise user guides were provided to assist users in understanding how to 
use the system effectively. The results showed that users were able to complete tasks with minimal 

confusion, thanks to comprehensive documentation. 

 Overall Satisfaction: A survey was conducted among users to gauge their overall satisfaction with 
the system. Participants rated various aspects of the system, including performance, security, and 
usability. The feedback indicated a high level of satisfaction, with users appreciating the 
combination of security and ease of use. 

The evaluation of the proposed decentralized storage system demonstrated that it effectively meets the 
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objectives of providing secure, scalable, and efficient data storage. The performance metrics confirmed the 
system's capability to handle uploads and retrievals in a timely manner while maintaining data integrity. 
Security assessments validated the robustness of access control and tampering resistance mechanisms, 

ensuring that data remains secure against unauthorized access. Usability evaluations highlighted the 
intuitive design of the user interface, contributing to a positive user experience. Overall, the proposed 
system shows great promise as a reliable alternative to traditional centralized storage solutions, addressing 
key concerns related to privacy and security. 

5. Result 

The implementation of the decentralized storage system utilizing blockchain and IPFS produced 
significant outcomes across various performance and security metrics. The average time taken for file 
uploads to the IPFS network was approximately 4 seconds, while the retrieval time for files of varying sizes 
averaged around 3 seconds. These results indicate the system's efficiency, allowing users to upload and 

access files with minimal latency. 
Scalability tests revealed that the system successfully maintained consistent performance levels, with 

response times averaging 5 seconds, even with 100 concurrent users accessing the system simultaneously. 
Data integrity was confirmed through a series of checks, with 200 files uploaded and retrieved, resulting in 
a 100% integrity rate, indicating effective data consistency. 

 
Fig. 3. Metric-based system assessment. 

 
Security evaluations showed that the smart contracts governing access control successfully denied all 

unauthorized access attempts, validating the system's robust enforcement of defined access policies. 
Additionally, tampering tests demonstrated that any unauthorized modifications to the files led to hash 
mismatches, ensuring the integrity of the data stored. 

Security evaluations showed that the smart contracts governing access control successfully denied all 
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unauthorized access attempts, validating the system's robust enforcement of defined access policies. 
Additionally, tampering tests demonstrated that any unauthorized modifications to the files led to hash 
mismatches, ensuring the integrity of the data stored. 

The encryption methods used in the system effectively protected sensitive information, allowing 
successful encryption and decryption of files without unauthorized access. Usability testing revealed 
positive user experiences, with an average satisfaction rating of 4.5 out of 5 for the user interface, 
highlighting its intuitive design. Overall, user feedback indicated high satisfaction levels, confirming the 
system's capability to deliver a secure, scalable, and efficient alternative to traditional centralized storage 

solutions (see Figs. 3 and 4). 
 

 
Fig. 4. Performance of decentralised storage system. 

6. Conclusion 

The decentralized storage system developed in this project successfully demonstrates the effectiveness of 
integrating blockchain technology with the InterPlanetary File System (IPFS) to address the critical 

challenges faced by traditional centralized storage solutions. Through rigorous implementation and 
evaluation, the system has proven to be secure, scalable, and efficient in managing data storage and retrieval. 

The use of IPFS allows for the distribution of files across a peer-to-peer network, mitigating the risks 
associated with single points of failure and enhancing data redundancy. By generating unique Content 

Identifiers (CIDs) for each file chunk, the system ensures efficient and reliable access to stored data. 
Furthermore, the incorporation of blockchain technology provides an immutable ledger that guarantees 
data integrity, with cryptographic hashes securely recorded on the Ethereum blockchain. This immutability 
ensures that any unauthorized changes to the data are easily detectable, thereby preserving the 

trustworthiness of the stored information. 
Smart contracts play a crucial role in the system's security architecture by automating access control and 

permissions management. The successful enforcement of access policies ensures that only authorized users 
can retrieve and interact with sensitive data, reinforcing the overall security posture of the system. The 

usability evaluations highlighted a positive user experience, demonstrating that users found the interface 
intuitive and easy to navigate, further encouraging adoption. 

Overall, this project illustrates a viable alternative to conventional cloud storage solutions, effectively 
addressing key concerns related to privacy, security, and data integrity. Future work may focus on 

enhancing the encryption methods employed within the system and optimizing performance for 
larger-scale deployments. The findings of this project contribute to the growing body of research on 
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decentralized storage solutions and pave the way for more secure data management practices in various 
applications. 
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