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Abstract: Nowadays, the propagation of cyber threats has increased in both scale and complexity, rendering
Intrusion Detection Systems (IDS) a common target for evasive attacks. Historical IDS software frequently
used a Great Wall of China approach that created central points of failure. In this paper, we propose a Block
chain -enabled Intrusion Detection System (BIDS) which employs Block chain to improve security,
transparency and resilience in the context of IDS frameworks. BIDS incorporates distributed ledger
techniques for tamper-evident log storage, relies on smart contracts for automatic threat interceptions and
adopts the Practical BFT (Practical Byzantine Fault Tolerance) consensus algorithm to provide efficient and
verifiable event validation. To explore BIDS, we implement and evaluate it using the Suricata IDS,
Hyperledger Fabric Block chain platform for authorization mechanisms, we use public intrusion datasets
(CICIDS2017 and NSL-KDD) within a simulated enterprise network. From the empirical results, we prove
that BIDS could provide detection accuracy as high as conventional IDS systems, yet substantially enhances
the integrity of logs under abuse and recourse to log reading facilities: counter indication towards
manipulation is more effective with less effort compared with OPSA, while it defeats all pre-inspection on
assurance (see Sect. 4.5), due to structural alterations in data space and accommodation to incremental

computation.
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1. Introduction

With the increasing interconnectivity of digital systems, organizations are finding it more difficult to keep
pace with the deluge of counterattacks like malware and Denial-of-Service (DoS) attacks that a growing
number today evolve into Advanced Persistent Threats (APTs). IDS — Intrusion Detection Systems are a first
line of defense, watching over the activities in system and network to find out whether anyone is engaged
into any kind of malicious activities think for this like notifications to administrators about potential threats.
As advanced as IDS technologies have become and even with the addition of machine learning and
behavioral analysis for detection, they still are exposed in one critical area — not our actual data.

The vast majority of IDS solutions are a management nightmare due to being centralized systems where the
logs, and alerts sit in one central place. In a nutshell, this centralized structure makes them easy to back up
but also insecure, due to insider threats, post-compromise log tampering and log deletion. When privileged
access is compromised, the historical records themselves are no longer guaranteed to be intact — thus
impacting both forensic integrity and confidence in the system.

This is where Block chain technology, initially created to guarantee secure and decentralized digital
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currency systems, comes in. By italicizing these features — immutability, transparency and distributed
consensus— it seems to suggest that the block chain is seen as a concrete, reliable technology for IDS log
management and corresponding replies. Organizations can deploy IDS with permission Block chain like
Hyperledger Fabric, to enable decentralized threat logging and immutable record keeping, and allow smart
contracts to activate automated response.

In this paper, we introduce BIDS (Block chain -based Intrusion Detection System), which stands as a
synergy between the traditional IDS functions and security guarantees of Block chain. To achieve

this, we construct a modular architecture with IDS agents for monitoring, consortium Block chain layer
for decentralized logging and smart contracts to enforce response policies. We then evaluate the system on a
set of real-world datasets that represent various communication patterns across more than tens of
thousands of machines using the network simulation. We show that integration into Block chain systems
improves trustworthiness of an IDS without trading off much in terms of computational burden and latency
to make BIDS a feasible alternative to conventional approaches (Practical & Secure).

2. Related Works

This paper presents a survey on Intrusion Detection Systems (IDS) which are currently playing the main
role of the defense line against cyber threats. Traditional IDS solutions are broadly defined into: Host-Based
Systems (HIDS), network-based systems (NIDS) which can be classified as signature- based detection or
anomaly-based models [1-5]. While signature-based approaches are effective, they can only match with
known attack patterns and anomaly detection approaches, which could use statistical [6], machine learning
models or other techniques are usually better to perform in the face of zero-day threats. However, both have
drawbacks in scalability, centralization and tamper resistance (respectively).

The latest innovation in the Block chain technology provides opportunity for setting up decentralized
cybersecurity system [7-11]. The fundamental characteristics of Block chain, specifically immutability [12],
transparency and distributed trust appeal to intrusion detection applications particularly in scenarios
where log integrity and audibility is fundamentally important [13-16]. Enterprise or permissiveness Block
chain s like Hyperledger Fabric, meanwhile, are becoming a popular choice in the corporation-centric
setting for their access control capabilities, molecularity, and high throughput. Block chain has already
been demonstrated to support tamper resistance and insider threat protections in various works [17-21]
that proposed secure logging mechanisms backed by Block chain.

In addition to this, there has been research efforts that have proposed solutions for Block chain-based
coordination of threat intelligence sharing between different organizations [22-26]. These systems rely
upon the use of distributed ledgers to validate the exchange of intrusion data between trust boundaries that
mitigates against forgery or loss. Smart contracts have also been explored for automatically enforcing
security policies and reactive countermeasures [27-30]. Since smart contracts have responses written right
into the Block chain, they can place alerts, ban IPs, or bring down contaminated hosts depending on a set
few scenarios.

Despite these developments, the direct integration of Block chain into the IDS detection loop has been
scarce. Nearly all the existing approaches are more oriented towards secure log storage or data provenance
instead of real-time/ near real-time intrusion response [31-35]. Hybrid models: A few hybrid models have
also been suggested for privacy-preserving IDS by combining federated learning with Block chain [36-40],
but they are still in the experimental stage. Moreover, the issue of latency and performance have brought
about advancements as to whether Block chain would be viable for real-time scenarios [41-45].

Building upon these existing ideas, our approach, the Block chain -based Intrusion Detection System
(BIDS), benefits from employing components of detection, logging, verification and an automated response
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in mining configuration data into a single architecture. Our method provides the tamper-proof and
decentralized intrusion logging with low latency and high detection accuracy by using Hyperledger Fabric
[46-50] and Practical Byzantine Fault Tolerance (PBFT) for effective consensus [51-55]. This places BIDS as
unique within current rationalization of Block chain for real- world defense against cyber threats.

3. Methodology

Fig. 1 demonstrates the architecture of Block chain -based Intrusion Detection System (BIDS). IDS agents
monitor network traffic, figuring out if the behavior is suspicious and logged each event. Those logs will be
hashed and introduced to a Block chain where PBFT prefect’s nodes can validate them. After validation, the
logs are placed into Block chain layer i.e. Hyperledger Fabric in structured format like event ID, timestamp,
payload hash, detection agent ID, threat classification followed by confidence score. The smart contracts are
able to perform appropriate actions based on this event that automatically so there is no need to involve a
human representative in the processing chain; the new state of affairs is saved into Block chain for further
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Fig. 1. Over all architecture.

3.1. System Architecture

The architecture of the proposed Block chain-based Intrusion Detection System (BIDS) is composed of
four main components such as IDS agents, Block chain layer, smart contracts and consensus mechanisms.
IDS agents are logically placed in the network nodes or out on the subnetting to intercept network traffic and
monitor system behavior. The detection challenge is addressed by these agents using signature-based and
anomaly-based methods to spot suspicious behavior as it happens.

The Block chain layer acts as the data integrity, and transparency backbone in a system. To keep the logs of
intrusions and our response decisions, we use a consortium Block chain, like Hyperledger Fabric. This means
that no single party is responsible for all the data on the Block chain, adding more audit-ability and trust.

This Block chain is run on smart contracts for which the response to the attack or event is
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programmed into the Block chain layer itself. These programmable contracts are predefined to take certain
actions in case of identified intrusion or compromise, such as alerting administrators or blacklisting IP
addresses, depending on the severity of an attack and what kind of attack took place. In order to keep the
consensus aligned across the distributed network, we employ Practical Byzantine Fault Tolerance (PBFT)
being our consensus approach. PBFT is the choice when it comes

to low-latency validation with limited faulty / malicious nodes that makes it suitable for permissioned
Block chain s, promising a much safer environment for security-critical instances like IDS.

3.2. Workflow

BIDS work-flow starts, when any IDS agent deployed detects suspicious activity. When it detects this, it will
create an event record with a lot of metadata like the time of the event, what assets were affected and who
the threat was classified as. The operation is also recorded in a log and this log will be hashed with a secure
hashing algorithm example here: SHA-256 to preserve the integrity of the data (and eventually reduce
prefetched information).

This hashed log entry is then submitted to the Block chain network and it will be a transaction for
validation. There is a consensus process between peer nodes in this B2B Block chain (PBFT) to endorse the
provenance and formation of submitted log. The entry is then written on the ledger for all times to come,
once validated.

When the recording is done, smart contracts are invoked to evaluate if this event matches predefined
conditions of threat response. These conditions can be threating signatures, anomaly scores or a
combination of contextual factors. The corresponding action (automated containment, administrator
notification, traffic rerouting, etc.) is taken if the criteria are met. Every action by any response is also
logged on the Block chain, so there is traceability all the way down for everything done.

3.3. Threat Model

While designing BIDS, we consider an adversary model that truly destroys centralized IDS infrastructures
— which is a very powerful assumption. These are the types of adversaries that will on some occasions
modify system logs, or delete then and even forge them in order to hide evidence after they have used an
exploit. We also analyse large-scale threats, if attacked by DDoS or APTs, that can beat normal detection
techniques, as those may work slowly or in a distributed manner.

More generally, the worry is about violations of inter-organizational trust boundaries; for example, in
collaborative environments (such as clouds) where several parties share underpinnings like network
resources or data. Detection logs are susceptible to tampering and manipulation by internal adversaries or
compromised insiders, which traditional IDS deployments provide no protection against.

The decentralisation and immutability of Block chain help in counteracting these threats. By spreading
trust over many peer nodes, and hashing data through cryptographic hash functions, even a single bad actor
cannot change logged data without getting caught. The consensus mechanism also makes sure that only
approved entries following the majority direction are allowed to be written in the ledger.

4. Block Chain Integration

4.1. Block Chain Choice

BIDS builds on top of Hyperledger Fabric which is a Block chain platform chosen for its enterprise-grade
characteristics, especially that it is geared towards permissioned applications. Due to the inability of public
Block chain s like Ethereum and Bitcoin to offer fine-grained access control mechanisms (save for big Block

13 Volume 4, Number 1, 2026


https://doi.org/10.20944/preprints202508.0482.v1

chain overhaul) and the underlying members management services allow Hyperledger Fabric as a
recommended framework for enterprises in regulated environments. A modular architecture that allows us
to implement our own consensus, data storage and membership policies. It also provides high throughput
and low latency, which are essential for real- time or near-real-time intrusion detection systems.

4.2. Smart Contract Logic

BIDS Smart contracts are programmed to ensure that security policies are consistently and automatically
enforced. The implementation of these contracts is done in Go ontop of Hyperledger's Chaincode SDK. These
includes signature-based threat detection, in which patterns to match to identify known malwares are
generated and maintained, alongside behavioral anomaly thresholds that are calculated based on either
real-time system metrics or historical baselines.

An example of this would be the smart contract triggering an action, such as alerting the SOC (Security
Operations Center), performing a sandbox inspection or even blocking traffic from that particular source
once an anomaly score is over a predefined threshold or it matches a signature of a known malicious IP. This
automatic response mechanism allows reduction of human intervention, and speeds up the reaction time
against new threats.

4.3. Log Format

For record log entry stored in the Block chain, a structure will follow to maintain consistency and in order
to help efficient querying. Each intrusion event is given a unique Event ID for tracking purposes. Timestamp:
records the accurate time when the event was detected. Payload Hash is needed for the log content security,
and it also allows additional integrity verification without storing raw sensitive data on-chain. Detection
Agent ID — type string: which IDS instance the event is reported from for distributed attribution.

The Threat Classification field indicates the type of activity (ex: DoS, port scan, malware) and the
Confidence Score (calculated by the anomaly detection model or rule engine) provides a measure of how
certain we are that this is a threat. This enables for policy enforcement and log auditing to be done
automatically.

4.4. Consensus and Performance

We use Practical Byzantine Fault Tolerance (PBFT) as our consensus protocol to satisfy the performance
requirements of IDS systems. Since PBFT guarantees strong consistency with much lower latency than
traditional approaches such as PoW and PoS, it is ideal for permissioned Block chain.

We set block intervals in a way to ensure that system continues to work smoothly without decreasing the
throughput, while maintaining low latency. After an intrusion has been detected, nodes are in synch with a
maximum processing delay of 2 seconds per intrusion event — validating threat logs and taking action
rapidly. This latency profile is really how operational IDS deployments work in real-time.

5. Implementation

5.1. Experimental Setup

We built a testbed which combines simulation tools and real IDS software to evaluate the system we
propose. We prepared a network simulation with an open-source discrete-event network simulator, NS-3.
Suricata (an open-source IDS/IPS capable of the signature-based or anomaly-based detection) manages
intrusion detection.

Ledger implementation: The Block chain network is implemented on Hyperledger Fabric v2.3, with a
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Kubernetes cluster of virtual machines running the same. Encrypted communication is done by using the
Fabric Certificate Authority (CA) to create identities and specific credentials of has been given to each peer
in Fabric network, Smart contracts (chaincode) here are written in Go. The two public released
cybersecurity datasets were used for simulating diverse attack types and normal traffics, and these are
details: CICIDS 2017 and NSL-KDD.

5.2. Modules

The BIDS Framework has three key software packages involved BUG, Data Lad and NIDM Suricata rules
augmented with a machine learning detection (Support Vector Machine, SVM) model trained on the CICIDS
2017 dataset. This mixed approach enhances the performance and possibilities for generalization.

Alerts from the detection engine are sent to the Logger module which hashes appropriate metadata, and
produces an output formatted for the submission to the Block chain. It communicates with the Hyperledger
Fabric SDK to make calls to smart contracts and sends transaction proposals.

The Verifier module runs on each peer node of the Fabric network. Its role is to validate incoming log
transactions, using PBFT consensus to do so, execute smart contract logic and append valid records onto the
distributed ledger.

5.3. Network Topology

We used five IDS agents on different subnets to build up an experimental network similar to a real-world
distributed enterprise environment. This was the Block chain layer using Hyperledger Fabric with four peer
nodes for consensus and hosting smart contracts. In order to do that, we set up 2 orderer nodes which take
care of keeping an absolute order of transactions and package it into blocks. Ultimately, a central Certificate
Authority (CA) provided secure authentication and access control for all parties involved with the network.

6. Results

Abstract: In this study, a comprehensive assessment of the effectiveness and feasibility was conducted
using benchmark datasets, performance metrics as well as a simulated multi-subnet network environment
to test the propose Block chain Based Intrusion Detection System (BIDS).

6.1. Evaluation Metrics

The evaluation used the following metrics to compare BIDS to a traditional IDS setup,

Accuracy (%): Detection of intrusion is the activity of correctly identifying the attempted intrusions.

FP Rate (FPR): It indicates the percentage of benign traffic suspected or detected as malicious.

System Latency (s): mean time from detection to recording to Block chainand executing response.

Integrity of the log: Validated with keys before and after save. Overhead: CPU and Memory usage of IDS
agents &Block chain peers.

6.2. Comparative Analysis

We used BIDS as well as sets of the same datasets and network configuration to model a usual Suricata-
based IDS working in a traditional manner (without Block chain integration) and compared with the
performance of both. Table 1 summarizes the results.
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Table 1. Results Metrics

Metric Traditional IDS BIDS (Proposed)
Detection Accuracy 94.3% 94.1%

False Positive Rate 6.2% 6.5%

System Latency (avg) 1.2 seconds 1.8 seconds

Log Integrity Guarantee No Yes

Tamper Detection No Yes

Cross-node Traceability Limited Full

CPU Usage (avg per node) 23% 31%

Memory Usage (avg) 280 MB 370 MB

6.3. Interpretation

The evaluation shows that BIDS reaches almost the same level of detection as the baseline while slightly
increasing false positives (+0.3%). Block chain raises the system latency to 0,6 seconds which is still
acceptable for non-real-time applications such as enterprise networks or inter-organizational SOCs.

Above all, BIDS provides amatamper-resistantis log, which can be verified with ahashecomparisonison
and the chain of blocks that are inherently immutable. Where traditional IDS systems can be deleted or
tampered with by insides or attackers, BIDS will safely store every entry across many peer nodes. It also
allows for inter-organisational threat traceability using shared, immutable logs.

There is a little resource overhead but again, it is relatively easy to manage. The CPU load climbed by 8%
and memory usage by 90 MB per node — bearable numbers in the realm of modern infrastructure.

6.4. Block Chain -Specific Performance

During logging and responding on Block chain -specific operations, we additionally assessed (Table 2):

Table 2. Block Chain Logging Metrics

Metric Average Value
Block Commit Time 1.5 seconds
Transactions per Second (TPS) 120 TPS
Consensus Time (PBFT) 0.9 seconds
Smart Contract Execution Time 0.4 seconds

Low-latency validation was possible, for instance with moderate-throughput environments, due to PBFT
consensus. We verified and committed every log in less than 2 seconds (I timestamped all the commits and
noticed that some of them overlapped, meaning I had verifiably tamper-proof audit logs near real-time).

6.5. Summary of Key Outcomes

It has one of the best accuracies among IDS systems, and it stores logs in an immutable and decentralized
way.

The addition of Block chain integration offers minimal latency, but significant improvements to security
by adding non-repudiation and inter-organizational visibility.

Automated and auditable response actions, enabled by smart contracts that bring a significant reduction
in the required manual intervention.

Architecture scales moderately well and most effective with enterprise, governmental and collaborative
SOC environments.

7. Conclusions

This paper introduced a chain-based intrusion detection system for short BIDS) with some other high-level
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issues of traditional intrustion-detection-system architecture like centralized log management, tampering
resistance and distributed trust etc. BIDS achieves this by integrating IDS agents to a permissioned Block
chain (Hyperledger Fabric), so all detected intrusion events are safely signed in the ledger and can be
transparently audited. A: By employing smart contracts to realize automated threat response mechanism as
well as using PBFT consensus algorithm for low- latency and consistent transaction validation which is
proper designing a security-critical environment.

Experiments show that BIDS is able to achieve a very high level of detection accuracy while being resilient
against adversarial settings, and its performance overheads are acceptable. The trade- offs of introducing
additional latency and resource consumption with a Block chain layer are well worth it to gain the benefits
of improved security, accountability, and decentralization.

BIDS is a step forward in the maturation of secure and resilient cybersecurity infrastructure. We plan to
further study combining it with federated learning-based detection engines, even more sophisticated
privacy-preserving techniques e.g. using zero-knowledge proofs, and on wider deployments over a broader
cross-organizational threat intelligence network. After all, as cyber threats constantly change we always
need to maintain new solutions such as BIDS and alternatives in order to progress with trusted,
collaborative and verifiable cyber defense systems.
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